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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

•

Pursuant to 47 C.F.R. § 64.2009(e), Multiline Long Distance, Inc. hereby submits
its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

L elM. Steinhart
Attorney for
Multiline Long Distance, Inc.

Enclosures
cc: Everard Kidder Meade III
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I, Everard Kidder Meade HI, President ofMultiline Long Distance, Inc., certify that I am
an officer of the company named above, and acting as an agent ofthe company, that I
have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Multiline Long Distance, Inc.'s procedures ensure thatthe company is in compliance
with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Name: Everard Kidder Meade HI
Title: President

FCC Annual Filing
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Multiline Long Distance, Inc. has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI , and what steps companies are taking to protect CPNI.

Multiline Long Distance, Inc. has not received any customer complaintsin the
past year concerning the unauthorized release of CPNI (number of customer complaints a
company has received related to unauthorized access to CPNI, or unauthorized disclosure
of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

~veroJr: IJt!aL
Signed =-_---:-=-:-:----:--:--:-=-=---:-:-_

Everard Kidder Meade III, President

FCC Annual Filing
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Exhibit A

Multiline Long Distance, Inc.

Compliance Requirements



Seetion 64.Z00S

•

Multiline Long Distance, Inc.
8044 Montgomery Road

Suite 700
Cincinnati, Ohio 45236

Compliance Requirements

Multiline Long Distance, Inc. ("Company") maintains the following operating procedures to ensure compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Us. of <Ustomer proprietary network Information wltbont customer
approval.

(a) Any telecommwucations careler may use, disclose, or permlt access to CPNI for the purpose or
PJ'ovidlng or mal'keting service offerings among the categorl.. of service (i.e., local, intercxchange, and
CMRS) to which Iile customer already subscribes from the s.",e carrier, wltheut customer approval.

(I) If. le1ecommunicutlous carrier provides diflbre.u calegorles of service. and a customer
subscribe. to more than one category of servioe offar.d by the carrier. the carrier is permitted to share
CPNI among the carrier'••ffill.ted entities that provide a .ervice ofibring to the customer.

(2) If a teleconUnunicatIDns carrier providea different categories of service. but • customer does
Dol subscribe 10 more tinm one offering by the carrier, the carrier is nel peunitted to share CPNl with its
.ffiIiates, except as provided in §64.2007(b).

(b) A1»lecommunicatioDS carrier may not use. disclose. or permit aceess to CPNl to market to •
'customer service offering. th.t are within a category of servIce to Which Ihe subscdber does not alreedy
subscrIbe from that ClUTier, un1ess lhat carrier has customer .pprovel to do so, excapl •• desenoed in
paragraph(c) ofthis seclion.

(1) A wireless provider may use, disclo••• or pennlla....s to CPNI derived frOll1lts provision of
CMRS, wlthenl eastomer approval, for ths provision ofCPE and inform.tion servi..(s). A whellne carrier
m.y use, disclose or permil access to CPNI dedved from illl provision of locill exchange service. Or
interexchange .ervk:e, without customer "l'proval, for the provision ofCPE and call answering. voiae mall
or messagin& voice storage and re~ievat services, fax store and forwar~ and protocol conversion.

(2) A telecommunic.tlous carrier may DOt use, disclose, or permit .0.... to CPNI.to identify or
track austom",~ that call competing service providers. For example, • local exahenge camer may not os.
local ..rvlc. CPNlIO track.ll custome,.. lhal call local service eompelit<>rs.

(c) A telecommuuicattons carrIer may use, disclose. or permit access to CPNl, without customer
approval. as described in this par.graph (e).

(I) A teleaonuDunications carrier m.y use, disclose, or permil.ccesslo CPNJ, without customer
approval, in its provision of inside wiring instaUation, maintenance, and repair services.

(2) CMRS providers may use, disclose, Or pennil access to CPNI for Ibe purpose of conducting
research on Ibe health effect. ofCMRS.



(3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller 1.0., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may use, disclose, or permit access to CPNI to protect the rights
o.!.E!£pe£!:Y oithe carrier, or to protect users ofthose services and other carriers from fraudulent, abusive, or
unlawful use ot: or SUbscription to, such services.

The Company hos adopled specific CPNI policies 10 ensure thai, ill tfle absence ofcustomer apprlJVal,
CPNI Is ollly used by tl,e CompallY to provide or market service offermgs am'mg tlte categories of
service (Le., local, illterexchange, wtd CMIIS) 10 which the customer already subscribes. The
Company's CPNI policl~s proltibit the sltaring of CPNIwith affilialed compallies, exJ:epl as permitted
under Rule 64.3005(a)(1) or with customer approvalpumtant 10 Rule 64.3007(b). Tlteoltly exceplions
to these pollc/a, are as permilted under 47 U.S.C. § 233(d) and Rule 64.3005.

Section 64.2007 Approval required for usc of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval sball bear the burden ofdemonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a
teleconununications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

In ali circumslal/ces where cus/bmer approval Is requiretl to use, disclose or permit access 10 CPNI, Ihe
Company's CPNIpolicies require Iltat the Company obtain customer approval tllrough writlen, oral or
eleclronlc m~tltods In compliance wi/It Rule 64.2007. A customer's approval or disapproval remains m
effect untillhe customer revokes or limits tlte approval or disapprovaL 1'lte Compally mainlaillS records
Ofcustomer approval (1Olletller written, oral or electrol/ic) for a mmimum ofaile year.

(b) Use ofOpt-Out and Opl-In Approval Processes. A telecommunications carrier may, SUbject
to opt-out approval or opt-in approval, use its customer's individually identifiahle CPNI for the pUl'pose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-hI approval, disclose its customer's individUally identifiable CPNI, fOl'the purpose
of marketing commnnications-related services to that customer, to its agents and its affiliates tllat provide
cOlnmunications~related services. A leleconununications carrier may also pemlit such person or entities to
obtain aceess to such CPNI for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is desctibed in this paragraph, or as otllerwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrler
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject to opt-in
approval.

Tlte Company does 1/01 use CPNI for any purpose (II/eluding marketing communicalians-related
services) and does nol disclose or grw,l access /b CPNIto any party (including 10 agellis or afflliales tltal
provide communlcallons-related services), excepl as permilled under 47 U.S.C. § 222(d) and Rule
64.2005.
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Section 64.2008 Notice required for use ofcustomer proprietary network information.

(a) Notification, Generaily. (I) Prior 10 any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer ofthe customer's right to restrict use
of, disclose of, and access to that customer's CPNI.

(2) A telecommUllicalions carrier must maintain records of notification, whether oral, written or
-----·-----""e'lectronIc;"fOriifleast One year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
pennit access to customers' CPNI.

(c) Content ofNotice. Customer notification must provide sufficient infonnation to enable the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNI.

(1) The notification must state that Ihe customer has a right, and the canier has a duty, under
federal law, to protect the confidentiality ofCPNI.

(2) The notification must specify the types of infonnation that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deuy or withdraw access to CPNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNl, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNI.

•
(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
,type, and be placed in an area so as to be readily apparent to a customar.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled 10 disclose CPNI to any person upon affinnative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze tllird-party access to CPNI.

(9) The notification must state that any approval, 01' denial of approval for the use of CPNI
outside ofthe service to which the customer already subscribes from that carrier is valid Ulltil the customer
affirmatively revokes or limits such approval or denial.

(l0) A telecommunications canier's soUcitation for approval must be proximate to the
notification oia customer's CPNI rights.

The Company's CPNI policies require that customers be notified Of their rights, and tlte Company's
obligations, with respect to CPNI prior to any solicitation for customer approvaL All required ""stamer
Iwtlces (whether written, oral or electronic) comply wltll tlte requitements of Rule 64.2008. The
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Company maintains records of all required cusromer nolices (",hether wrillen, oral or electronic) for a
minimum 0/one year.

(d) Notice Requlremenls Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must comply with the requirements ofparagraph (c) ofthis section.

(I) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to COO. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(Ii) In the case of notification by mail, the waiting period sball begin to run on the third day
following the date that thenotification was mailed.

(2) Carriers using the opt-out mechanism must provide notices to their customers evelY two
years.

(3) Telecommunications carriers that use e-mail to provide opt·out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Cnrriers must obtain express, verifiable, prior approval from consumers to send notices via e·
maU regarding their service in general, or CPNI in particular;

(if) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
opt..out;

(iii) Opt-out e·mail notices that are retumed to the carrier as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNInotices must ensure that the gubject line ofthe message
clearly and accurately identifies the subject matter ofthe e-mail; and

(v) Telecommnnications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination ofmethods, so long as all customers have the abilily to
opt-out at no cost and are able to effecluate that choice whenever they choose.

The Compa"y does "ot c"rrelltty solkit "opt out" customer approval for the use or disclosure ofCPNL
Tlte Compa/Z)' does "ot use CPNI for all)l purpose (inclmIl"c markelillg cOllllllUlIlcatiolls-rell1ted
services) and does not disclose or grallt access to CPNI to any party (inclul1lllg to agellts or affiliates tl,at
provide communications-relate« services), except as permitted under 47 U.S.C § 222(d) alld Rule
64.2005.

(e) Notice ReqUirements Specific to Opt-In. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contellts ofany such
notification nlUst comply with the reqnirements ofparagraph (c) of this section.

Tite Company does not currentw solklt "opt in" custtJllwr approval for the use or tIlsclosure Of CPNL
The CompallY does not lise, discwse or grant access to CPNI for 011)1 purpose, to OIly party or in allY
manner that would reqUire a customer's "opt ill" appro'Val under the Conunisston's CPNI Rules.
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(I) Notice Requirements Specific to One-Time Use ofCPNI. (I) Carriers may use oral notice to
obtain limited, one-time use of CPNl for inbound and outbound customer telephone contacts for the
duration'ofthe call, regardless ofwhether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2) The content, of any such notification must comply with the requirements of paragraph (c) of
this section, except Ihat telecommunications carriers inay omit any of the follOWing notice provision. ifnot
relOvaot to the IImIteausc for wfiiCli1!ie caIrler .celCSCI'1'l1,

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt~out election;

(Ii) Carriers nead not advise customers that they may share CPNl with their affiliates or third
parties and need not name those entities, if tIle lnnited CPNI usage will not result in use by, or disclosure
to, an affiliate or third porty;

(iii) Carriers need nol disclose the means by which a customer can deny or withdraw fuM'e access
to CPNl, so long as carriers explahl to customers that the scope ofthe approval the carrIer seeks is limitad
to one..time use; and

(iv) Carriers may omit disclosure of the preeise steps a customer must lake in order to grant or
deny access to CPNI, as long as the carrier clearly communicates tbal the cuslomer can deny access to his
CPN! for the call.

In illsttl1Zces where tile ComptI1Zy seeks one-time customer approval for the use or disclosure of CPNI,
Ihe CompallY oblaills such approval ill accortlauce with Ihe disclosures, melbods alld requlremellts
contahlCd 111 Rule 2008(J).

Sedion 64.2009 Safeguards reqnired for use of customer proprietary network informalion.

(a) Telecommunications carriers must buplement a syslem by which tile stalUS of a cuslomer's
,CPNI approval can be clearly established prior to the use ofCPN!.

The CompallY's billing syslem allows authorized company persollnel to easUy determine tile slalus ofa
cuslomer's CPNI approval on Ihe customer accounl screen prior to Ihe use or discwsure ofCPNI.

(b) Telecommunications carriers must train Iheir personnel as 10 when tIley are and ore not
uuthorized to use CPN!, and carriers must have an express disciplinary process in place.

Tile CompallY has eSlablished CPNI compliance policies Ilwi include employee Irallling on restrlcllons
011 Ilze use and disclosure of CPNI alld reqUired safeguards 10 prolecl agahlSl ullaulhorlzed use or
disclosure ofCPNL Employees Izave slglled Ihallhey u1UlersUl1ld Ihe CPNI pollcles alld • vlolatloll of
those policies will result III disciplinary wloll.

(c) All carriers shall maintain a record, electronically or in some otller manner, oflheir own and
their affiliates' sales and marketing campaigns thai use their customers' ePNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided 10 third parties, or where third parties were
allowed access to CPNI. The record musl include a descriplion of each campaign, the specific CPN! that
was used in Ihe campaign, and what products and services were offered .., a part ofthe campaign. Carriers
shall retain the record for a minbuum of one year.

Tl,e Company's CPNIpolicies require Ihal all sales tI1Zd markellllg campaiglls mcludillg those 1I1lllzlllg
CPNI be recorded alld kept Oil file for alleasl olle year. Records are also mamlailleafor disclosure or
aceess 10 CPNI by tlllrdpartles. TIte records include tlze reqUired infofmatlon listed ill Rule 64.2009(c).
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Cd) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain records ofcarrier
compliance for a minimum period of one year. Specifically, sales persOlmel must obtain supervisory
approval of any proposed out-bound marl<eting request for customer approval.

The Company's CPNI policies require employees to obtain approval from the Company's CPNI
QJ.l!JJlllanc~fi£er for all marketing camI!!!lg!l& including those utilizing CPNl, prior /Q IIrltlatillg"'tl"ta"t _
campaigll. Record of the marketing campaigns, along wltl. the appropriate supervisory approval Is
mai1ltail,edfoT at least oue year.

(e) A telecommunications carrier must have an officer~ as an agent of the carrier~ sign and file
with the Commission a compliance certificate on an annual basis. The officer must state itt the certificatinn
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with ti,e rules in this SUbplllt. In addition, the carrIer must mclude an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March 1 in BB Docket No. 06-36, for data pertaining to the previous calendar year.

The required Officer certification, actions taken against data brokers and summary Of customer
complaint docaments are included willI this accompanying statement. The Company will file theRe
documents on an allllnal basis on or before March 1for data pertaining to tlte previous calendaryear.

Cf) Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability ro
opt-out is more than an anomaly.

(1) The notice shall be in tlle fonn ofa leller, and shall include the carrier's name, a description of
the opt-out mechanismCs) used, tlle problemsCs) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commissionCs) has been notified and whether it has taken any
action, acopy ofthe notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other metllods by which consumers
may opt-out.

Tile Company does 1I0t currellliy soUclt "opt out" customer approvalfor the lise or disclosure OfCPNI.

Section 64.2010 Safeguards ou the disclosure of customer proprietary uetwork information.

Ca) Safeguardillg CPNI. Telecommunication. carriers must take l'easonable measures to discover
and protect against allempts to gain unauthorized access to ePN!. Telecommunications carriers must
properly autbenticate a customer prior to disclosing ePNI based on customer-initiated telephone contact,
online account access, or an in..store visit.

Tile Company's CPNI polleles alld empwyee trailling include reasonable measllres to discover and
protect agaillst activity that is illdicatlve ofpretextlng and employees are Illstrueled to notify the CPNI
Compliance Officer ifany SlIch activity is suspected.

Cb) Telephone access to CPNI. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephoue contact, If the customer first
provides the carrier with a password, as described in parsgraph Ce) of this section, that is not prompted by
ti,e carrier asking for readily available biographical information, or account information. If the custome..
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone uumber of
record. If the customer is able to provide call detail infonnation to the telecommunications carrier during a
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customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
carrier is pennitted to discuss the call detail infonnation provided by the customer.

The Company's CPNIpollc/e.< ensure that a customer is on{y able to access call detail Information over
the telephone in one of the ways listed in Rule M.20IO(b). J:t the customer cannot remember their
password, they are prompted to answer a secnrity question. Neither the password twr the s.curity

___q!!estion are based on readllg available biolf!!!P.fti'!.'!!..!!Jf!!p.l~ account l!Jlorma!!£~to~",r:- -,
servlc. Tepr....ntatlves are Instructed to auth.ntkat. custom.rs over the tel.phone In all instances except
in 0,. cas. where the customer provides tl,. call detail hI/ormation witlwut the assistance of the
Company.

(c) Online access to CPNI. A telecommunications carrier must authenticate a cnstomer without
the use of readily available biographical infonnation. or accoUllt infonnation, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) ofthis section, that is not prOmpted by the carrier asking for readily
available biographical infonnation, or account infonnation.

The Company', customers do not currently have access to tl,ei, account onlhle.

(d) In-Stor. access to CPNJ. A telecommunications carrier may disclose CPNI to a customer
who, at a carder's retail location) first presents to the telecommunications carrier or its agent a valid photo
1D matching the customer's account information.

There are no retail locations.

(e) Establishment ofa Password and Back-up Authentication M.thods for Lost or Forgolt.n
Passwords. To establish a password, atelecommunications carrier must authenticate the customer withont
the use ofreadily available biographical infonnation, or account information. Teleconnnunications carriers
may create a back-up customer authentication method in the event ofa lost or forgotten password. but such
,back-up customer authentication method may not prompt the customer for readily available biographical
'information, or account information. If a customer cannot provide the con'ect password or the correct
response for the back-up customer authentication method. the customer must establish a new password as
described in this paragraph.

Th. Company's CPNl policies allow for a few ,vays to ...tablish a password, all of which .nsur.
compliance with the above paragraph. Each method also allows the customer to .stablish a buck-up or
security question in the event that tlley forg.t tlleir password. In no event do.s the Company use read/{y
available biographical information or account information as a back-up qu.stion or as a means to
establisTl a password or authenticate the customer.

(I) Notification of account chang.... Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is 1\ot
required when the customer initiates service, inclUding the selection of a password at service Initiation.
This notification may be through a carrier-originated voicemail or text message to tlle teiephone number of
record, or by mail to the address of record, and must not reveal the ehanged infonnation or be sent to the
new account information.

The Company's billing system generat... a notification letter When allY of the fields list.d In Rul.
M.20IO(f) is created or changed. Tile Compally hnmediaJ.{Y malls out O,e notlflcation to the addr...s of
r.cord (never a lIew address) wilen r.qulred by Rule M.20IO(f). The contentofthe notification complies
with the r.quirements ofBule 64.20IO(j).
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(g) Business Customel' Exemption. Telecommunications carriers may bind themselves
conU'actually to authentication reghnes other than those described in this section for services tiley provide
to their business customer that have hoth a dedicated acconnt representative and a contract that specifically
addresses the carriers' protection of CPNI.

Tile Company does not utilize tite bush.... customer exception at titls tltne.

Section 64.2011 Notification of customer proprietary network information seeurity
breaches.

•

(a) A telecommunications carrier shall notify law enforcement ofa breach of its customers' CPNJ
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether volnntarily or under state or local law or these rUles, until it has completed the process ofnotifying
Jaw enfo1'cement pursuant to paragraph (b).

(b) Ail soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of h>Vestigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting facility at hlip:/fwww.fcc.gov/eb/cpni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to thepublic until 7 full bnsiness days have passed after notification to the USSS and
the FBI ex.cept as provided in paragrapbs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner ilian otilerwise allowed under paragraph (l), in order to avoid hnmediate and irreparable
harm, it shall so indicate in its notification and my proceed to hnmediately notify its affected customers
only after consultation with the relevant investigating agency. The carner shall cooperate with the relevant
investigating agetlcy's request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
,customers would impede or compromise an oogoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be e:<:tended by the agency as reasouable necessary in tha jndgment of the agency. If such
direction is given, the agency shall notify the carrier When it appears that pnblic disclosure or notice to
affected customers will no longer hnpede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any snbsequent extension, and any
notification that notice will no longer impede or compromise a crhninal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursnant to paragraph (b), and
notification made to customers. The record must include, if available, dates ofdiscovery and notification, a
detailed description of the CPNlthat was the snbject of the breach, and the circumstaoces of the breach.
Carriers shall retain the record for a minimum of2 years.

The Company itas policies 111111 procedures in piace to ensure CQmpiiance witl. Rule 64.2011. Witen it Is
reasonabl,y determmed that a breael. itas oC(Jurred, tile CPNl Compliance Offwer will notiJY law
en/oreement and hs customer in tlte reqUired tlmej'rames. A record 0/tl,e breacle will be maintainedfar
u minimum 0/ two year. and will include all ltiformattan required by Rule 64.2011.
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